




DFL-160 - Total network security

* Performance based on RFC 2544
** Functions available via future firmware upgrade

TECHNICAL SPECIFICATIONS
Hardware

CPU: Intel IXP435 @ 400MHz��
Flash: 128 MB��
DRAM: 128 MB��
VPN Accelerator��

Ports
4 x Ethernet LAN (10/100/1000)��
1 x Ethernet WAN (10/100)��
1 x Ethernet DMZ (10/100/1000)��
1 x DB-9 RS-232 Console Port��
1 x USB 2.0��

Performance and Capacity
Firewall Performance: 70 Mbps��
3DES/AES Performance: 25 Mbps��
IDP/Antivirus Performance: 15 Mbps��
Current Session: 6,000��
Policies: 300��
Supported Users: Unrestricted��

Firewall Mode of Operation
Layer 3 mode: Route Mode, NAT Mode��
Layer 2 mode: Transparent Mode��
Network Address Translation (NAT)��
Port Address Translation (PAT)��
Port Forwarding��
Time-Scheduled Policies Configuration��

Virtual Private Network (VPN)
IPSec Protocol: ESP��
IPSec Mode: Tunnel Mode, Transport ��
Mode
Encryption Method: DES/3DES/AES/��
Twofish/Blowfish/CAST-128/NULL
Site to Site VPN, Remote Access VPN ��
for IPSec
Up to 30 Dedicated VPN Tunnels��
IKE ��

Mode: Main Mode
Authentication Algorithm: MD5, SHA-1��
Support PPTP/L2TP/IPSec VPN Server��
PPTP Server Supports MPPE Encryption��
XAUTH Authentication Support��
Key Management: Pre-share Key��
IPSec NAT Traversal (NAT-T)��
Prevents Replay Attack��

IP Assignment & Routing
Static IP Address��
PPPoE for xDSL, PPTP Client for xDSL, ��
DHCP Client for WAN interface
Internal DHCP Server��

Networking
IP Multicast: IGMP v3 Routing and ��
Forwarding (Compatible with v1 and v2)
DDNS Client:  ��
D-Link DDNS, DynDNS.org
Supports ALG (Application Layer ��
Gateway) HTTP, FTP, POP3, SMTP, TFTP

System Management
Web UI Interface��
SNTP and UDP Time Synchronization��
Supports D-Link NTP Server��

User and Device Administration
Multi-level User Permission Control ��
(Administrator and Read-Only)
Software Upgrade, Configuration ��
Backup/Restore from Web UI

User Authentication
Built-in User Database: 250 Users��

Logging and Monitoring
Internal Log Capacity: 500 Records��
Log Viewer��
VPN Tunnel Monitor��
E-mail Notification for IDP Log��
Supports External Syslog Server��
Supports 2 Log Receivers��
Separate Internal Logging for IDP, AV, ��
WCF

Bandwidth Management *
Guaranteed Bandwidth��
Maximum Bandwidth��
Priority-Bandwidth Utilization��

Intrusion Detection and 
Prevention System (IDP)

NIDS Pattern Auto Update��
DoS, DDoS Attack Protection��
Detects Nimda and CodeRed Attacks��

Attack Alarm Via E-mail Notification��

Antivirus Packet Inspection
Supported Protocol: ��
HTTP, FTP, SMTP, POP3
Antivirus over VPN��
Protocol/Port Configurable��
Scanning of all MIME Types��
Decompression Explosion Protection��
Supported Compression File Formats: ��
ZIP, GZIP
Scan Exclusion Control��

Dynamic Web Content Filtering
HTTP Web URL Filter��
Over 30 Web Content Categories��

E-mail Security **
Supported Protocol: SMTP��
Sender/Recipient E-mail Address ��
Blacklist/Exempt List Filtering 
MIME Header Check for File Extensions ��
Filtering
E-mail Rate Protection ��
E-mail Size Protection��
Antispam��

Real-Time DNSBL/Open Relay ��
Database Server
Weight-based DNS Blacklist��
Customized Spam Tag Information in ��
E-mail Subject
Forward Blocked E-mails��

LEDs
Power, Status, WAN, DMZ��
4 x LAN (Link/Action/Speed)��

Operating Temperature
0º to 50ºC��

Operating Humidity:
5% to 95% (Non-condensing)��
Power Consumption: < 20W��

Dimensions:
220mm (L) x 150mm (W) x 32.5mm (H)��
Weight: 480g��
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What this product does
The D-Link DFL-160 NetDefend™  SOHO Unified 
Threat Management (UTM) Firewall provides 
a barrier between your home network and the 
Internet. The firewall prevents outside access 
to vulnerable ports and software security holes 
and actively scans incoming files for viruses and 
malware. VPN functions allow secure access to the  
firewalled network from remote locations. D-Link 
Green Technology allows the 

Conserve Energy
The DFL-160 implements D-Link Green Technology 
which includes power-saving features such as 
Cable Length Detection and Power Saving Mode. 
Power levels are automatically adjusted based 
on the length of connected cables. Ports with no 
link are automatically powered down, drastically 
reducing the amount of power used for that port. In 
addition, the firewall’s power adapter is certified by 
ENERGY STAR®. On an average, ENERGY STAR® 
compliant adapters are 30% more efficient than 
conventional models.

Protect the Environment
The DFL-160 complies with RoHS (Restriction of 
Hazardous Substances) and WEEE (Waste Electrical 
and Electronic Equipment) directives. RoHS 
directives restrict the use of specific hazardous 
materials during the manufacture of electrical and 
electronic goods. WEEE implements standards 
for proper disposal and makes use of recyclable 
packaging to help reduce waste.
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